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Concepts
+ BGP Amyraat & a networking techiique where several servers use =

the same P Address spread over the world I_'l(“‘ 1 “'
+ Good for performance, resfiience, and reliability fex. DNS root- - g + o g How
servers) K o
+ "Catchment control™ refers to which site will attract intermet L4
traffic 1 a specific region 1
Objective

* Better defence agairst Large-scale Destrizuted Dental-of -Service
(D00S) attacks by making anycast more effective than today

- We are Implementing fine- catchment control through BGP
attrizute manipuation (AS-Path, Aggregation and Communities).
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If you want control, you need to measure it! &
We use 3 tool called Verfploeter and an IP-Hitlist to measure and I o o I
rave 2 better control SR SStast nodes, collecting catchment .
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Distributed Denial-of-Service (DDoS)
~IsBad... and Getting Worse

* DDoS 1s big
— Botnets
* DDoS 1s getting bigger
— Github 1.35Tbps = Amazon gets 2.3 Tbps
—IoT & CPE devices
— Reflection attacks from Cloudproviders

Source: Arbor Networks, Inc.

- 24

. . e+ DDoS-as-a-service 1s cheap
AWS said it mitigated a 2.3 Thps DDoS attack, )
the largest ever — starting at $1/attack [Santanna et al, 2015]

The previous record for the largest DDoS attack ever recorded was of 1.7 Tbps, recorded in March 2018.
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Why anycast?
Where do you use anycast in your daily life”?
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DNS case study:

Where are universities hosting their DNS ?
b o
* %60

%40

%20

University Name Servers (NS) analyzed --> 15,218
University with anycasted name server (NS) --> 20 %
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How Anycast works
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-- Anycast as a defense mechanism --
more sites the better resilience !
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A Testbed for Collaborative Anycast Research '
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What we did...
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https://youtu.be/ie5Gt7giMLw
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Let's look the path to get there...
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What happen in a DDoS Attack?

One site 1s overwhelmed

Attack 1s at

one site -
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How to defend?

One site 1s overwhelmed

Attack 1s at
one site
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1- Absorb at One Site

One site 18 hurt, but others
_are OK'
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2- Spread Traffic 3- Shift Traffic

Rebalance the Network based on capacity Shift to larger sites with spare/elastic capacity

= _ e N =
s E g fe .
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A site W1th

extra
Distributing load = ofer st s Directing traffic to capélcfi;ty,) o
over other sites e extra 4 a site .Wlth extra s
L P . L capacity \
; capacity N, -

How does the redistribution? BGP is unpredictable !
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What do you mean by "BGP unpredictable™?
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TANGLED
A Testbed for Collaborative Anycast Research
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What do you mean by "BGP unpredictable™?
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The Challenges
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Challenge 1: Unknown Load

* What you see 1s
* At full capacity: 50% attack traffic
Al . T truth is
* At 175% capacity
* 100% attack traffic
* 75% legitimate
* Lost 25% of legitimate traffic

Observation Site observation under-estimates attack
point

Our contribution: proposing a way to estimate the attack x offered load

USC Viterbi §fermation €3 | N

School of Engineering Instll‘uff e Gy



Challenge 2: Controlled Traffic Engineering
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dooa
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No loss No loss No loss

o

- Shift

‘ Observation
@ point

Our contribution: we help the operator to get the right shift
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Challenge 3: How to redistribute?

29 BGP assignment of traffic to anycast can be 7 )
unpredictable

&

YRy O\ Directing
Other sites : :
To bigger sites

PrOVl(}G extra | with extra capacity 3
capacity N

| Asite "With”
& extra
R capauty

Distributing
over other sites

Our contribution: how to build a BGP playbook to predict
anycast ahead of time
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Our Contribution

* New approach to estimate the load (challenge 1)
— Allows us to plan a defense

* Define a method to build BGP playbook (challenge 2)
— Allows us to execute the correct defense

 Show a BGP playbook works in a real DDoS event (challenge 3)
— Effectiveness of our approach in real attacks.
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How it works?

4 > - Before attack )
MAPPING o
Compute BGP | =)
playbook G le
@ 4 BGP Playbook
e =
4 ) i /” DEFENSE y R
DETECTION ESTIMATION STRATEGY DEPLOY
_ Pick rule from Deploy selected
Detect DDoS Attack size playbook to BGP-TE and
attack estimation shift or g
absorb impacts
. 0 @ O o 5 )

- )
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Methodology: Estimating Load

e Problem:

« e e s Total: 200Mbps
— upstream loss is invisible "

* Insight:

Observed

— HeaVy hitters Internet \j R1 < > Server | legitimate: 25Mbps
. ] - Attack: 75Mbps

— Sites have predictable fggﬁggs‘ Total: 100Mbps

kﬂOWﬂ g 00 d trafﬁC 25Mbps drop in 75Mbps drop in

legitimate traffic attack traffic

— Infer attack size by change 50% drop of both

. . legitimate and

in this traftic attack traffic
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Methodology: Understanding Traffic
Engineering (TE)

- - (@

« We used three TE techniques = = i

* Each TE method has tradeoffs (details in section 6) ma S Sam S
— Path prepending o~

’ 145.100.118.0/24  AS20:BLACKHOLE AS23:NO-EXPORT
L -

e Available 1n all sites

* no granular control %

— Community strings Lo e
+ Not available in all sites p S —
* provide granular control " ?'SPA& >
— Path poisoning | g S &
* Filtered when poisoning Tier-1 Ases Ay =< ‘* b ‘:‘7’1”; . @ N
« provide limited control o et e )
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How we evaluate TE impact ?

Verfploeter Packet generator

Infrastructure
@ Packet Collector

: O
Anycast
Al Sites
Reply ". Request * E Reply

-
~
»

@ @ @ @N.@

: - Information Qo8 5
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How a playbook looks like?

Traffic to Site (%)
Routing Policy AMS BOS CNF
(a) Route-server 15 35 55
(b) ALlI-IXP-Peers/Poison transits | 15 35 45
(c) 2xPrepend AMS 25 35 45
(e) -1xPrepend BOS 45 45 15
(f) -1xPrepend CNF 45 5 45 to
(¢) Transit-1 45 25 35
L . 0
[ (h) Transit-2 55 15 25 ] AMS: 55% traffic
(D Potsomr Trer-1/Tramsit=2 35 25 35 . 0
(j) Poison Transit-1 55 25 25 BOS ’ 1 S A) trafﬁc
(k) Baseline 65 15 15 CNEF: 25% traftic
(I) 1,2xPrepend BOS 65 5 25
(m) 1,2,3xPrepend CNF 75 15 5
(n) -1,-2,-3xPrepend AMS 85 5 5
A sample playbook
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Validation and Results
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Offered Load Estimates are Accurate

* Question: does estimation work?

. ob_served total rate —=—

» Experiment: cHeted ol e /
7.0 . . . . . . . .
— Replayed packet trace ol APTUNPLI Ty

True Offered

— Measured observed traffic rate and

EE\ : : : :
ag’_ 5.0 b B S R T —- load 5 M
access fractlon tO estlmate é 4.0 query/s
£ ; ] ; ] ; ] : ]
— Compared the estimation with the >/ _
20l | Attack | _
reported rate 5 R %Attf"ek . Observation: 0.35
—_— | M query/s (very
® Answer: es R R D R Y o =="‘=="““=’==.~.“i-
Y 0 =506 150 300 250 300 350 400 low) because loss
Duration (seconds) 1n upstream

Attack 1s root DNS attack from
2015-11-30 with data from B-root

. +  Information [ (L
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Using a Playbook to Defend

¢ QueStion: hOW tO use a AMS overloa%hgg (B:?IE
140.00 y . , ' ;
playbook during an attack?  _
» 120.00
. =,
* Experiment: 3 10000 CEESETTEEEED B
— Simulate a DNS attack 2 ‘(’K:gf;g’ff
* B-root event from 2017-03-06 g o000 _\ dropped traffic) )
* More events in section 8 of the paper g 40007
& 20.00

— Against a 3-site anycast system

* Each site has ~60k queries/s capacity -300 200 -100 0 100 200 300
Duration (seconds) relative to attack start

Let’s look at the BGP playbook.
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Solution: Playbook to Get Routing Options

Traffic to Site (%)
Routing Policy AMS BOS CNF |
AMS s BOS
—(arRoute=server 15 35 55— |9 AMS overloaded CNF
(X 140.00 . .

(c) 2xPrepend AMS 25 35 45

(d) 1xPrepend AMS 35 25 35 |@® 2 120.00

(¢) -IxPrepend BOS 5 4 D | E

(f) -1xPrepend CNF 45 5 45 O 100.00 |

|_ (g Tramlt 1 45 25 35 8 g- f AMS h :
So——t—2—1()) =4 80.00

(1) Poison Tier-1/Transit-2 35 25 35 v \; Ozer‘;;,ll.lelmed

~6-BoisonFronsi Sttt ) S 60.00 | (hatching =>

~HeyBaseline— S——t——t— ) > \_ dropped traffic) )

'ﬂ')"l-EKPI'EPE, T DOS 6J 8 g 40.00 |

=23 xPrepermrdtENF——

i 3xBrepend-Avio— TR = —
* Goal: lower traffic at AMS .00

-300 -200 -100 0 100 200 300
e Several options work: C, d, e, f g - Duration (seconds) relative to attack start

We pick d to avoid overloading other sites

USCViterbi §ermation ‘° ] | N

School of Engineering Insfll‘ufe




Outcome after Applying a New BGP Policy

BGP changes at 300s; new traffic balance => no more drops (no hatching)

Traffic to Site (%)

Routing Policy AMS BOS CNF |
—tay Route=server R —y——

(c) 2xPrepend AMS

25 35 45

Q
Q

85 25 515

[ (d) 1xPrepend AMS

&
hd

RNy Bk s Yavel
(C) " IXATICPCIIU DUOS

AL 40 10
TJ *J 1J

(f) -1xPrepend CNF 45 5 45

|_\/ (g) Transit-1 45 25 35
| <) Transit-2 T — - —

(i) Poison Tier-1/Transit-2 35 25 35

—Retsen T 55 25 25

~HoBasehie 65 5 5
H2xPreperrdBOS5 G5 —r—
AP e e ———
)2 SxPrepend-Aivio— go— ———

USC Viterbi §fermation €3 | N

School of Engineering Insl‘ll‘ufe b

&
v
Q
v
Q
Q
Q
Q
Q

140.00

120.00 |

100.00 |

80.00 |

60.00 |

40.00 |

20.00

0.00

AMS BOS
AMS overloaded & CNF
Attack Ch;:)lge — Noloss |
' at i ‘ Some AMS
traffic => CNF

/

-200 0 200 400 600 800




Conclusion

* New method to estimate attack size from known good traffic
* Propose BGP playbook to plan reactions to DDoS
* Evaluations against real attacks

 More information about software
— Paper https://www.usenix.org/system/files/sec22-rizvi.pdf é’ usenix
— Artifacts: https://zenodo.org/record/6473023 ' ASSOCIATION |

ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED
e | s, | |,

AVAILABLE REPRODUCED
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